Mynuunnaabuoe 61oKeTHOE o6meoGpasoBaTeibHO YIPEKRICHHE
Kpusopoackasi cpeanss o6meobpazoBaTebHasH WKOIA

TIPUKA3 Ne 225

or 30.08.2021 r. cia. Kpusopoxkbe

06 ofecneseniio HHGOPMAIHOHHOI He30NACHOCTH
8 MOBY Kpusopo#kckoi COI B 2021-2022 yueGuom roay.

B nensx nossimerus 3GQeKTHBHOCTH AATEIBHOCTH 110 3aluTe jJeTei oT
uHhOpPMALINH, NPUYHHAIOLIEH BPe/L UX 310pOBBIO 1 (W) pa3BUTHIO, MOBBILIEHHIO
rPAMOTHOCTH YHALLMXCH, pozauTesied (3aKOHHBIX npeAcTaBUTENEH) B BONPOCaxX
GeszonacHocTH B cetH MHTepHeT

[TPUKA3BIBAIO:

1. Yrteepauts [lnan MeponpHsTHil Mo obecreyeHuio uHGOPMALIHOHHOH
GesonacrocTH 8 MOBY KprBopoxkckoi COIl1I na 2021-2022 y4eGublil roa
(npunoxenue 1).

2. YTBepAMTh HHCTPYKUHIO 171s obyuatomxcs no obecneeHnio
uHdGOpMALMOHHOH Oe30MacHOCTH MPH wenons3opanny cet MnrepreT ans
pa3MelleHns B yqeOHbIX kaGHHeTax, B KOTOPBIX OCYIIECTBALTCS HOCTYT K
cet UnTepHeT (npusiokeHue 2).

3. KnaccHbiM pykoBoauTenaM 1-11 kraccos, yHHTELAM:

3.1. obecneunTs peanusaumio [nana MEpONpPHATHI 110 odecrneyeHHIo
uH(GOpMALMOHHON 0e30MacHOCTH B MOBY Kpusopoxckoit COIL B
2021 — 2022 y4yeGHOM roay;

3.2. pa3sMecTUTh MHCTPYKUHMIO A ofyuatommxcs 110 obecrnedenmnio
uHdOpMALIMOHHOM 6e30MacHOCTH NPH HCroNB30BaHuK ceTH MIHTepHeT
jUlst pasMellieHns B y4eOHbIX xabuHeTax, B KOTOPBIX OCYIIECTBIACTCA
noctyn K ceti MuTepueT.

4. KnaccusiM pykosoauressm 1-11 knaccos 03HaKOMHTH 0Oy4aroumxes 1-11
KJ1aCCOB C MHCTPYKLHEH no obecneyeHno uHdOpMALHOHHON Ge30MacHOCTH
fIpH MCTIO/B30BAHKHA ceTH VIHTepHET s pa3MelleHns B y4eOHBIX kabuHerax, B
KOTOPBIX OCYILECTBAALTCA AOCTYI K CETH MHTepHET Mo/l POCIHCEH B CPOK J10
05.09.2021 r.

5. KOHTpOIIb 33 HCTIOJTHEHUEM: )CTaBIAIO 32 COOOI.
A N

JlupekTop  LIKOMbI

C nprKkasoM o3HgKoMIeHEY Vo
Bespyuxo T. B. g@f/ 5%, 5,30
Bonasipesa E. A, 24 -

bopmorosa T. A‘f 7
boxanosa A, B. /b¢
Boirenxo 1. B. 74 e

['epacHMeEHKO H.W Ocunos B. 10.
3openko C. H. Cemunaxuna JI. W.

Cepraenxo T. I1
Xpomosa T. B. :
sixopenko B. B., —

Sluenko T. H. ,’74Q‘: ;:, "
l1labanosa M. I'. ueriv”
Wasana H. A. 7'



[Tpunoxenne 1
K npuka3zy ot 30.08.2021 r Ne 225
MBOY Kpusopoxckoit COLI

Ilnan MeponipusTHA

1o odecrnevyeHn10 UHGOPMAMOHHO 0€30M1ACHOCTH

B MBOY Kpusopo:xckoii COLI
B 2021 — 2022 y4yeOHOM roay

Hean padoThl: oOecrieueHrne nHPOPMAITMOHHONM 0€30MMaCHOCTH JeTei OT HH(pOpMaIuu,
NPUYHHSAIONIEH Bpe/l UX 3I0POBBIO U PA3BUTHUIO, IIOCPEACTBOM pPeaTU3aI[K KOMIUIEKCA Mep 110
3aluTe AeTeil oT nHpopMalKy, IPUUUHSIOIEH BPe] X 310pPOBbIO U Pa3BUTHIO.
3agaum pa6oThl: pa3BuTHE HHPOPMALMOHHON KOMIETEHTHOCTH JETEH U MOAPOCTKOB, UX
poauTenel (3aKOHHBIX MpeACTaBUTENEH ), IeJarornyeckux pabOTHUKOB O XapaKTepe U BUAAX
COBPEMEHHBIX HH(POPMAITMOHHBIX YTPO3, MPEACTABISIOMIUX OMTACHOCTD JIJIsl 3/10POBBS U
pasBUTHSL JeTel, Bpee, IPUYUHAEMOM COBPEMEHHBIMU CPEACTBAMU MAaCCOBOM KOMMYHHUKALIUH,
U CYIIECTBYIOUIMX CIIOCO0axX ero MpeaynpexaeHNs 1 MUHUMH3AIHH.

CopnelicTBHE CO3/1aHUIO U PA3BUTHIO 3P (HEKTUBHBIX (POPM OOIIECTBEHHOTO KOHTPOJIA 32
coOII0/IEHIEM TIPaB JeTeil Ha MHPOPMALMOHHYIO 0€30MMaCHOCTh C MPHUBICYEHUEM POIUTEIHCKIX
U MHBIX OOIECTBEHHbIX 00bequHeHui. PopMupoBaHue y AeTell U HOJPOCTKOB KPUTUYECKOTO
OTHOIIEHHS K HH(POPMAIINH, pacTIpOCTpaHsieMol B ceTsax HTepHeT 1 MOOMILHON (COTOBOIA)
cBs13u nocpeacTBoM CMU 1 MHBIX 3JIEKTPOHHBIX CPEJCTB MACCOBOM KOMMYHUKAIIMH, U YMEHUN
3 PEKTUBHO MPUMEHSTH MEPBI CAMO3AIIHUTHI OT WH(POPMAIINU, TPUIUHSIONICH Bpel 3A0POBBIO U
Pa3sBUTHIO JETEH, U HEXKENATENbHBIX JJIs1 HUX KOHTAKTOB B ceTH MIHTepHeT.

Meponpusitue Cpoxku OTBeTCTBEHHbIE

st o0yuaromuxcst

WupopmupoBanue 00y4aromuxcsi: B teuenue Kiaccusle

0 BHJIax MH(QOpMAIINH, CHOCOOHON MPUYUHUTH Bped UX y4eOHOTro rojaa PYKOBOAUTEIHN

310pPOBBIO U Pa3BUTHIO JETEH, U €€ HETaTUBHBIX

MIOCJIEACTBUSIX;

0 croco0ax HEe3aKOHHOT'O paclpoCTPaHEHHs

UH(pOPMaIKH, CTIOCOOHOM MPUUMHUTE BPE]] 310POBBIO U

pa3BUTHIO JeTel, B ceTsix IHTepHET u MOOMIIbHOMN

(coTOBOI1) CBsI3M (B TOM YHCIIE ITyTEM pacchlIku SMS-

COOOILIEHN HE3aKOHHOTO COJIEPIKAHMUS).

OOydeHue IKOJLHUKOB ITpaBUIaM OTBETCTBEHHOTO U B TeueHue Yuaurens

0e30MacHOro NoJab30BaHus ycinyramu MHTepHeT u yueOHOro roja MH(OPMaTUKH

MOOUIIbHOM (COTOBOI) CBSI3H, B TOM YHUCJIE CLIOCOOAM bespyuko T.B.,

3alUTHI OT IPOTUBONPABHBIX U UHBIX O0OIIECTBEHHO KJIaCCHBIE

OITACHBIX MOCSTaTEeNbCTB B UHPOPMAIIIOHHO- PYKOBOJUTENN

TEJIEKOMMYHUKAIMOHHBIX CETAX.

OO0yueHue npaBuiiaM 0€30MaCHOCTH TIPH MOJIB30BaHUK B TedeHue Yuurens

KOMIIBIOTEPHBIMU ¥ MHBIMH 3JIEKTPOHHBIMH UTPAMHU. yueOHOro roja nH(OPMATUKH
bespyuko T.B.,
KJIACCHbIE
PYKOBOAMTEIN

[IpoBeneHne cnenuaibHBIX YPOKOB T10 B teuenue Yuurenb

MeTna0e30MmacHOCTH. y4aeOHOro rosa nH(pOpMaTHKH



[IpoBeieHNE BHEYPOUHBIX 3aHATHI C YYalIUMHUCS IO
TteMme « [Tprembl Oe3omacHoi paboOThl B HUHTEPHETEN

[TpoBeneHue KIIACCHBIX 4acOB, HAIPABJIEHHBIX HA
PEIYIPEKIECHUE COLIMATBHOIO, PACOBOIO,
HAI[MOHAJIBHOTO U PEJIUTHO3HOTO HEPABEHCTBA

[IpoBeneHNE MEIMAYPOKOB T10 TEME
«Muadopmanmonnas 6e3omacHOCTbY, «Hac koma»

«Ypox LHudper» u ap.

[TpoBeneHue exeroJHbIX MEPONPUATUII B paMKax
Henenu «HTepHeT-6e30macHoCTby Al yyamuxcs 1-4
KJIACCOB

Yuactue B Mexxaynapoanom J[ne 6e3omacHoro
WNutepHera B paMkax Heaenu « MaTepHer-
0e30macHOCTH» IS yuamuxcs 1-4 kimaccis.

Opranu3zaius cBOOOIHOTO JOCTYyNa 00Yy4arOIUXCs K
BBICOKOKQYECTBEHHBIM U CETEBBIM 00pa30BaTEIbHBIM
pecypcamM,B TOM YHCJI€ K CUCTEME COBPEMEHHBIX
y4eOHBIX MaTEpHUAJIOB IO BCEM MIPEAMETaM

[TpaBuiia 6e30MacHOTO UCTOIb30BaHUs ceTu HTepHeT
JUTS IIKOJIBHUKOB MJIQ/IIIMX KJIaccoB. TeMaTuuecKuit
ypok «be3onacHocTh B IHTEpHETEY.

1-2 yerBepTh

[To nnany
BOCIIUTATEIbHON
paboThI B KIlacce

B Teuenue roga

OKTAGPb-HOSOPH

Hos6pn

B Tteuenune rona

JlexaOpb

PasMernienue mpaBuJI 0€30I1aCHOr0 UCITOJIb30BaHUS CETH HOH6pB

I/IHTepHeT JUIS MIKOJIbHUKOB MIIAAIINX KJIACCOB Ha CaiTe

IIKOJIBI

[TpoBeneHue TemaTuyeckux oecen:
«be301acHOCTh B UHTEpHETE»
«CeTeBON ITUKET»

«Dopymsl 1 yaTsl B IHTEpHETE»

I[I/Ial" HOCTHKA I10 BBIABJICHHUIO HAJIMYUA ITIPU3HAKOB
KOMHBIOTCpHOfI n HFpOBOﬁ 3aBUCHUMOCTH

JInaus nomonu «Jletn oHIaniHy

Ankerta «OctopoxHo, THTEpHET»

Jl1s megaroron

[IpoBenieHre NeacOBETOB, COBENIAHUI 110 BOPOCAM
obecrieueHnst ”HPOPMAIIMOHHON O€30MaCHOCTH JIETEH.

B Tteuenune rona

Maprt

Anpenb
Maii

B teuenune
yueOHOro roja

bespyuko T.B.,
KJIACCHbIE
PYKOBOJUTENIN
Kitaccuslie
PYKOBOAUTEIN

Knaccarie
PYKOBOAUTENIN

Yuurens
nH(OpMaTUKH
bespyuko T.B.,
KJIACCHBIE
PYKOBOUTEITN

Knaccubie
PYKOBOAUTENIN

Yuurenb
nH()OpMaTUKH
bespyuko T.B.,
KJIACCHBIE
PYKOBOAUTENIN

Yuurens
MPEIMETHUKA

Knaccusie
PYKOBOJUTENHU

boxanosa A.B.

Knaccusie
PYKOBOJUTENHU

IIemaror - ncuxonor

ITenaror - mcuxoJor

Ilemaror - ncuxonor

PykoBonurtens OY



Buenpenue B mpakTuky: GOpMHUpPOBaHUE Y B teuenue

00y4aromuXcst KOMIETEHTHOCTH MOJIb30BaHUS yueOHOro rosa
HutepHerom, obecrnieunBarolee Ux 0€30acHOCTb B

WHTEPHET-TIPOCTPAHCTBE.

[TpoBeneHue peBusnn OudIMOTEUHOrO (POHIA HA o 1 centsabps
BEISIBJICHHE JTUTEPATYPhl, IPUUUHSIONICH Bpe
3I0POBBIO U Pa3BHUTHIO JICTEH, OTPAaHUICHHOW U

3aIpelleH O IS pacpOCTpaHeHUs Cpeu 1eTeit

[IpoBeneHue CBEPKU UMEIOLIETOCS OMOIMOTEYHOTO ITocTostHHO
¢doHIa 1 mocTynaromen JIMTepaTypsl ¢ heaepaibHbIM
CIMCKOM 3KCTPEMHUCTCKUX MaTEpUAIOB, Pa3MELICHHOM

Ha caiite Munrocra PO,

VYyactue B 00ydaromux ceMuHapax ajs Exeromgno
PYKOBOJIUTEIIEH, YUUTEIEH 110 CO3IAHUIO HAIC)KHOMN
CUCTEMBI 3alHUTHI IeTel OT MPOTUBONPABHOIO KOHTEHTA

B 06paSOBaTeJIBHOI>'I Cpe€ac MIKOJIbI U JOMaA.

O3HaKOMJICHHE YWICHOB M€Jl. KOJJIEKTUBA C Cents0pb
HOPMaTUBHBIM TOKyMeHTOM«O HopMax Ne 436-D3 «O

3aluTe AeTeil oT nHpopMalny, IPUUUHSIOIEN Bpe UX

3JI0POBBIO U

Opranu3anys CBOOOTHOTO JIOCTYIA YUUTENECH K B teuenne rona
BBICOKOKAQUYCCTBCHHBIM U CCTCBBIM O6paSOBaT€HI)HI)IM
pecypcaM,B TOM YHUCIIE K CUCTEME COBPEMEHHBIX

y‘Ie6HHX MaTCpUaJIOB 11O BCEM IIPEAMETaAM

IIponsBoacTBeHHOE coBemanme «Jlerckas narepHer-  deBpaib

3aBUCHMOCTE)
Jns poauresiei

Pa3bsicHUTENbHAs paboTa ¢ POAUTENSAMH, HallpaBlieHHas B TeueHue
Ha 3alUTy JeTei oT HeratuBHOro BiausHuss CMU (Ha  yueGHOro rozaa
POIUTENBCKUX COOpaHHUSIX).

«O HeraTMBHOM BJIMSIHUM arpeccUBHOro konteHtra CMIU

u uHbIX CMK Ha 1eTcKyro ICUXUKY U crioco0ax ero

PEIYIPERKICHUSD.

O3HakomiieHHe poauTeneit ¢ nHpopmaruen no 3amure CeHTIO0pb
JieTelt OT pacpOCTPaHEHUs BPEAHOM JUIsl HUX
MH(pOpMaLNH.

Pa3mMernienne Ha caifTe MKOJIbI pEeKOMEHJANN 1 Cents0pb
uHpopmanuu a7 poauteneit Ne 436-D3 «O 3amure

neteit oT MH(pOpMaIuy, MPUIHHSIONIEH Bpea ux

3JI0POBBIO U Pa3BUTHION

MOHUTOPHHT MOCTYMNAIOIUX JOKYMEHTOB (Ha o0bIX)  ExxemecsuHo
HocuTelnsix ¢ denepanbHBIM CIMCKOM 3aIlpElIeHHBIX

MaTepHaIoB SKCTPEMHUCTCKOTO COACPIKaHUSI.

PyxoBonutens OY

bubnmnorekapn
Boiitrenko N.B.,
KOMUCCHS

bubnmorekapn
Boittenko 1.B.

PykoBonurens OV,
Y4auTess mKOoIbI

PykoBonurens OY

PykoBonurens OY

PykoBoautens OV,
ITenaror - mcuxoJor

Knaccusie
PYKOBOJIUTENHU

Knaccusie
PYKOBOJUTENHU

IIemaror -ncuxomnor

PykoBonutens OY



WuiuBryabHOE KOHCYIBTUPOBAHKUE U 00yUYeHUE
poAUTEIEH 110 BOIIPOCaM:

- npo¢uIakTuka GOPpMUPOBAHUS UHTEPHET U UTPOBOM
3aBHCHUMOCTH Y JI€TEH;

- IPUMEHEHUIO 3 (HEKTUBHBIX MEP 3aLIUTHI JETEH OT
UH(pOpMaLKK, IPUUUHSIIOIEH Bpea UX 310pPOBbIO U
Pa3BUTHIO, U HCKCIJIATCIIBHBIX JIS1 HUX KOHTAKTOB B
CEeTHX;

- (hopmupoOBaHUS HABBIKOB 3aIUTHI IEPCOHATBHBIX
JNaHHBIX.

[TpuBiieYeHNE POIUTENBCKONW OOIIECTBEHHOCTH, K
OpraHU3alyy U MPOBEJCHUIO MEPOIIPUATHH,
HaIPaBJIEHHBIX IPOTUB HACUJIUS U )kecTokoctu B CMU

Ponutensckoe coOpanue «bezonacHocTs aeTeil B
HHTepHeTe»

B teuenue
yaeOHOro roja

B teuenue
yueOHOro roja

OxKTA6pD

Knaccuslie
PYKOBOAMTEIH,
neaaror —
MICUXOJIOT,

3aM. gupeKTopa,
Yuurens
UHPOPMATUKU

PykoBonurens OY

3am. 1upekTopa
ITenaror —
TICUXOJIOT,
Knaccubie
PYKOBOAUTENIN

BHe)lpeHne CUCTEM HCKJIYCHUA J0CTyIIa K an)opMamm, HECOBMECTHMOM ¢ 3aJjauyaMu
IPaKIAaHCKOI0 CTAHOBJICHUA )1eTei71, a TaKIKe CpeaAcTB q)I/IJ'II)TpaIII/II/I U MHBIX allllapaTHO-
NMporpaMMHbIX 1 TEXHUKO-TEXHOJOIHYECCKUX yCTpOﬁCTB

MOHUTOPUHT PYKLMOHUPOBAHUS U UCTIOIb30BAaHUS B
IIKOJI€ IPOrPaMMHOTO NPOAYKTa, 00E€CIEUYNBAIOLIETO
KOHTeHT-(punpTpanuto MuTepHer-Tpaduka

MOHI/ITOpI/IHr KadueCTBa IPEAOCTABJICHUA HpOBaﬁHepOM B TedeHue roga

yCIIyTu AOCTyMa K cetu MIHTepHeT 00pa3oBaTeabHbIM
YUpEeXIEHUEM C 00ecTieYeHueM KOHTEHT-(QUIbTPaIlii
WNurtepuer- Tpaduka

B Tteuenune rona

boxanosa A.B.,
PykoBonutens OY

boxanopa A.B.,
PykoBonutens OY

Ipunoxenne 2



K npukazy ot 30.08.2021 r Ne 225
Hucrpykuus Nel pas odoyyarwmmxess MBOY Kpuopoxkerkoin COL

o o0ecrnevYeHnIo HH(])OpMaHHOHHOﬁ 0e30macHOCTH IPH UCII0JIB30BAHUM CETH I/IHTepHeT

JlanHas WHCTPYKIHMS 1O o0ecnedeHnio HMH(OPMAMOHHON  Oe30macHOCTH  IpU
UCIIONIb30BaHUM ceTd MHTepHeT pa3paboTaHa AiIsl y4aluxcs Ha4albHOTO, OCHOBHOTO, CPEIHET0
YPOBHSI O0YYEHUS C LETbI0 YPEryJIUpOBaHUS ACHCTBHUS OOYYarOUIMXCSl BO BPEMs IOJIb30BAHUS
UHTEPHET — PeCypcami.

KiaccHpIM pykoBOIUTENSIM HEOOXOAWMO O3HAKOMHUTH OOYYAIOMIMXCA C TpaBHIAMHU
OesomacHoctu B MHTepHere, mnpoBecTu Oeceny ¢ ywamuMmucsa. IlpuBeneHHble npaBuiia
Oe3omacHOCTH B ceTH VIHTepHEeT MIKOJIbHUKAM HEOOXOJMMO ITOMHUTD U MTPUAEPKUBATH HX.

1. IpaBuia 6e3onacHocTH B ceTH MHTEepHeT /i 00y4Yar0IUXCSl HAYAJIbHOI0 YPOBHA

o0y4eHust
v Bceraa 3agaBaitte BOpoChl pOAUTENSIM O HE3HAKOMBIX BaM Bellax B MHTepHeTe.
OnHu noapOOHO pacCKaXxXyT, YTO OE30MACHO JIeNaTh, & YTO MOXKET IPUYUHUTH BPE/I.
v Ilepen Tem, Kak MNOAPYKUTbCA € KeM-InOo B ceru VHTepHET, crpocute y
poauTenel Kak BecTH 0e30macHoe O0IIeHuE.
v He npu kakux o0CTOSATENBCTBAX HE paccKasbIBaiiTe 0 cede He3HaKoMIam. ['1e u ¢

KEM BBl JKUBETE, B KaKoi I1Kosie o0ydyaerech, HoMep Tesie(hOHA JOJKHBI 3HATh UCKJIIOUUTEIBHO
Bamm npy3est 1 pOJCTBEHHUKH.

v He otchutaiite cBou ¢ororpaduu irojsM, COBEpPIIEHHO HE 3HAKOMBIM Bawm.
Henb3st 4TOOBI COBEpIICHHO HE3HAKOMBIE JIOAM Buaenu Bamm ¢ortorpaduu, dotorpadun
Bamux apyseii unu Baieli ceMbu.

v Hukorna He cornamaiitech Ha JMYHYIO BCTpeuy C JitoapMu U3 VHTepHera 0e3
COIIPOBOXKIEHUs poauTeneil. B cerm MHTepHer MHOro nojei pacckasplBaromux o cebe
HENpaB.y.

v Benst obmenue B IHTepHeT ceTu, Bcerja OyabTe APYKEMOOHBI K IPYTUM JTFOISM.

Henb3sa nucate rpyOble ciioBa, HOCKOJIBKY YATATh TPYOOCTH TaK e HEMPUATHO, KaK U CIIBIIIATS.
Be1 MoskeTe cimydaiiHo 0OUeTh YeaoBeKa.

v B cnydae, ecnu Bac KTO-TO paccTpous WIM OOHAEN, CleAyeT 00s3aTelbHO
pacckas3aTb POLUTENAM.

2. IIpaBuaa O0e3onacHocTH B ceTH MHTEepHeT 17151 00y4al0mMXcsi OCHOBHOTO YPOBHA
o0yueHust

v Peructpupysce Ha pa3nU4HBIX CaliTax, BCETJla CTapalTeCh HE YKa3bIBaTh JUYHYIO
MH(pOpPMaLMIO, TOTOMY YTO OHAa MOJKET OBbITh JIOCTYIIHA COBEPILIEHHO HE3HAKOMBIM oM. Tax
e, He XelaTeJbHO pa3Mmemarb cBo€ (OoTo, JaBas, TeM CaMbIM, IpeJcTaBieHHe o Barei
BHCIIHOCTH, COBCPIHICHHO IMTOCTOPOHHHUM JIIOIAM.

v [Tonw3yiiTech BeO-KaMepol MCKIFOUUTENBHO s O0IIeHus ¢ Apy3bsamu. Creaure,
YTOOBI TIOCTOPOHHUE BaM JIFOJIM HE MOTJIM BUJETh Balll pa3roBOp, T.K. €M0 MOKHO 3aIIUCaTh.
v HexenarenbHble mUcbMa OT HE3HAKOMIIEB Ha3biBatoTCs «Criam». Eciau Bl BOApYT

MOJIYYHIIN HOJIO6HO€ IUCHbMO, HUKOI'JIa HE oTBeuaniTe Ha Hero. Ecam BeI oTBeTHTE Ha Takoe
NUCbMO, OTIIPABUBILUI OYyeT 3HATh, YTO BbI UCIOJIb3YETE CBOM AJIEKTPOHHBIN MOYTOBBIN SIIHK
u OyzeT mpoJoKaTh ciaaTth BaM «Cramy.

v B cnyuae, ecny BBl IOJYYWIM ITUCBMO C COBEPLICHHO HE3HAKOMOIO ajpeca, €ro
JKEJIATeJIbHO HE OTKPBIBATh. TaKue MMChMa 3a4acTyr0 COJIEPHkKAT BUPYCHI.
v Ecnu Bbl monyyaere mHHCbMa C HENPUSATHBIM U OCKOPOMTEIBHBIM JUIS Bac

COJIEpKaHUEM WJIM KTO-HUOYIb BENET ce0s M0 OTHOIICHUIO K BaM HEMOJ00aromuM 00pa3oM,
00s13aTENBHO COOOIINUTE 00 ATOM.

v Ecmm Bapyr Bac KTo-mu0O paccTpomi WM OOHUIEN, pacCKaXuTe 000 BceM
B3pPOCIIOMY.



3. IlpaBuaa Oe3onacHocTH B ceT VHTepHeT AJisi 00y4arOIIMXCsl CPeJHEro ypOBHA
o0y4eHust

v He pexomenayercs pazmenieHne TuaHo nHGopmanuu B UHTepHeT cetu. JInunas
uH(pOpMAaIKs: HOMEp Baliero MoOWUJIBHOTO TenedoHa, aapec AIEKTPOHHOW MOYTHI, JTOMAIIHUN
anpec u Bamu pororpadun, pororpadun 4ICHOB BalIeH CEMbH WIIH JIPYy3€il.

v Ecnu BBI BBUIIOKUTE (DOTO WIIM BHJICO B HHTEPHETE — JIFOOOW MOKET MOCMOTPETh
ux.

v Huxorna ne orBeuaiite Ha «Criamy (HeXeNaTeNbHYIO 3JIEKTPOHHYIO MOUTY).

v Henb3st oTKphIBaTh (haiiiibl, MOJYyYCHHBIE OT HEM3BECTHHIX Bawm mroneii. Bel Benb

HE 3HAETEe, YTO B JACHCTBUTEIHLHOCTHU COJIEPKAT 3TH (DalijIbl B HUX MOTYT HaXOJUTHCS BUPYCHI WU
$bOTO/BUICO C «arpPECCUBHBIM» COJIEPKUMBbIM.

v Huxorna He no0aBisiiTe HE3HAKOMBIX BaM JIOJEN B CBOI CIIMCOK KOHTAKTOB B IM
(ICQ, MSN messenger u T.11.).

v He 3a0biBaiiTe, 4TO BUpPTyaJIbHBIE APY3bsl U 3HAKOMBIE MOTYT OBITH HE TEMH Ha
caMoM Jielie, 3a KOro ce0s BBIAAIOT.

v Ecnu okono Bac wiuM moOMM30CTH C BaMH HET POACTBEHHUKOB, HUKOTAA HE
BCTpPEYANTECh B PEAJIbHOCTH C JIFOJIbMH, C KOTOPBIMU Bbl TO3HaKOMUWIIMCh B HTEepHE cetu. Ecnu
Balll BUPTYAJIbHBIA JIPYT B JCUCTBUTEIHHOCTH TOT, 32 KOTO C€0sl BBIJACT, OH C MOHMMaHUEM
OTHECETCS K Ballei 3a00Te 0 coOCTBEeHHOU Oe3omacHoCTH!

v B nmr060€ Bpemsi MOKHO paccka3arh B3pOCIIbIM, €CIM Bac KTO-1100 00uaes.



HNucTpykuus Ne 2 1uis1 o0yuyarommxcsi o odecneyeHn10 HHGOPMANMOHHOI 0e301acCHOCTH
NPH HCII0JIb30BaHNH ceTH «IHTepHeT» VISl pa3MelleHusl B Y4eOHbIX Ka0uHeTaXx, B
KOTOPBIX OCYLIeCTBJIsSETCS 10CTYyN B ceTh «AHTepHeT»

C Ka)x1pIM TOI0M MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKH OJJHH U3 CAMBIX
aKTUBHBIX M0JIb30BaTenel PyHera. Mexay TeM, MOMUMO OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MpoOIeMbl. ITa naMsATKa J0HKHA TOMOYb TeOe 0€30IacHO HAXOIUTHCS B CETH.
KoMmnbroTepHblie BUPYCHI

KomnbroTepHsblil BUPYC - 3TO pa3HOBUAHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIII€TCS CIOCOOHOCTh K pa3MHOXKEHUI0. B tonosHeHne Kk 3ToMy, BUPYCBhI
MOTYT MOBPEIUTh WU TIOJHOCTHIO YHUUTOKUTH BCe (aiiiibl M JaHHbIE, TOAKOHTPOJIbHBIE
M0JIH30BATEINI0, OT IMEHU KOTOPOTO ObliIa 3aIylieHa 3apakeHHast IPOrpaMMa, a TaKkKe TOBPEIUTh
WIN 1a)K€ YHUYTOXKUTH OTIEPAIIMOHHYIO CUCTEMY CO BceMu Qaiiamu B 1iesioM. B GonbimmHCTBE
CJIy4aeB paclpOCTPAHSIOTCS BUPYCHI YEPE3 HHTEPHET.

MeToap! 321U THl OT BPEIOHOCHBIX IPOTrpamM:

1. Ucnions3yil coBpeMeHHbIE ONepallMOHHbBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHb 3ALUTHI OT
BPEIOHOCHBIX IPOTPamMM;

2. IlocTosiHHO ycTaHaBIMBal mauTH (LU(POBbIE 3aIIATKH, KOTOPhIE aBTOMaTUYECKH
YCTaHABIIMBAIOTCS C 1IEIIbI0 TOPAOOTKH IIPOrpaMMbl) U Ipyrue OOHOBIICHHSI CBOEH ONepaliMOHHOM
cucremsbl. CkaunBail MX TOJIBKO ¢ ouimanpHoro caifra pazpadorunka OC. Eciu cymecTByeT pexxum
ABTOMAaTHYECKOr0 OOHOBJIEHMSI, BKIIIOUH €T0;

3. PaGoTail Ha CBOEM KOMITBIOTEPE MO/ ITpaBaMu MOJIb30BATENS, a HE aIMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IMPOrPAaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIEHOM
KOMIIBIOTEPE;

4. Ucnonb3yi aHTUBUPYCHBIE POTrPAMMHBIE MPOYKThI M3BECTHBIX POU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3NUECKUH TOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIUII;

6. Vcrionp3yii BHEIIHUE HOCUTENH HH(DOPMAINY, TaK1e Kak (hielka, JUCK WiK ¢ailsl U3 UHTepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (aiisbl, OJyYEHHbIE N3 HEHAJE)KHBIX HCTOYHUKOB. [laxke Te
(aiinbl, KOTOpBIE PUCIIAT TBOK 3HAKOMBIN. JIydllle yTOYHH y HETO, OTIIPABIISUI JIU OH TeOe HX.
Cern WI-FI

Wi-Fi - 310 He BHJ nepeaayn JaHHbBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpeHa, mapka. Emie B 1991
roy HUJepiaHicKas KoMmnanus 3apeructpuposana opery "WECA", uto o6o3Ha4ano
cnoBocouetanue "Wireless Fidelity", koTopblii nepeBoauTcs kak "GecripoBoAHAs TOYHOCTH' .

Jlo Hamero BpeMeHH Jionuia Apyras abopeBuaTypa, KOTopas sBJISIETCs TaKOH ke TeXHOJIOruen. 1o
ab0pesuatypa "Wi-Fi". Takoe Ha3BaHMe ObLIO JAHO C HAMEKOM Ha CTaHAAPT BhICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBoze o3HauaeT "BbICOKAsi TOYHOCTH".

Ja, 6ecruiaTHBIN MHTEPHET-I0CTYH B Kade, OTeNIAX U a3pONopTax sBIAETCS OTIMYHON
BO3MOXXHOCTBIO BBIXO/1a B HHTepHET. HO MHOTHE 3KCIePThI CYMTAIOT, 4TO 00IIeRocTynHbie Wi-Fi
CETH HE SABISAIOTCS OE€30MaCHBIMU.

CoBeTbl 110 6€30MaCHOCTH PabOTHI B 001IEI0CTYHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro nuunyto naopmanuio uyepes odmenoctynasie Wi-Fi cetn. PaboTas B HuX,
JKeJIaTelbHO He BBOJUTH MApPOJIH I0CTYIA, JOTUHBI U KaKHUe - TO HOMEPA;

2. Ucnonb3yit 1 0OHOBIISIM aHTUBUPYCHBIE IPOrpaMMBbl U OpanaMayep. Tem caMbIM Thl 00€30TacHUIlIb
ce0s 0T 3aKauKH BHpYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun Gpyaknumio "OOmmii moctyn K daiinam u nmpuHTepam'.
JlanHas QyHKIS 3aKphITa 0 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE TI0JIH30BATENN AKTUBUPYIOT €€ IS
ymo0CTBa UCIOJIb30BaHUs B paboTe Wi y4ueoe;

4. He ucnonw3ayit myommanbiii WI-FI ais nepenaun muaHBIX TaHHBIX, HATPUMED IS BBIXO/A B
COLIMAJIbHBIE CETH WJIM B JIEKTPOHHYIO TOYUTY;

5. Ucnonw3yii Tonbko 3anuiieHHoe coequnenue yepes HTTPS, a ue HTTP, T.e. npu Habope Be6-
anpeca BBoau uMmeHHo "https://";



6. B MmoOuipHOM Tenedone otkimroun pyakimio "Tloaxmouenne k Wi-Fi aBromarnuecku'. He
JIOTTyCKai aBTOMaTU4ECKOIr0 MOJKII0UeHHsI ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero coriacus.
CouuanbHble ceTH

ConmasibHble CeTH aKTUBHO BXOJST B HAIIY KH3Hb, MHOTHE JIIOAH PabOTAIOT U KHUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuuIMapl 4elI0BEK, YTO SBJISETCS OJAHOM cebMoi
BCEX JKUTeJIeH IIIaHeThl. MHOTHE M0Ib30BaTEIM He IOHUMAIOT, 4YTO HH(pOpMaLUs, pa3MelleHHas
UMM B COLMAIIBHBIX CETSIX, MOXKET OBITh HaliJIeHa M NCII0JIb30BaHA KEM yTOJHO, B TOM YHCJIE HE
00s13aTebHO ¢ OJTaTMMU HAMEPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLMAIBHBIX CETSIX:

1. Orpanndb CIIUCOK Jpy3eid. Y Te0s B IPY3bsIX HE TOJDKHO OBITH CIIy9allHBIX M HE3HAKOMBIX JIFOZICH;
2. 3amuIiaii CBOIO YacTHYIO KU3Hb. He yka3piBaii maposu, TenedoHbl, afpeca, 1aTy TBOETO
POXKACHUS U APYTYIO JTUYHYIO HHPOPMAIUIO. 3J0YMBIIUIEHHUKHA MOTYT UCIIOJIB30BATh 1aXKe
MH(POPMAIUIO O TOM, KaK Thl M TBOM POJIUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amwinai cBOO PEMyTaIHIo - ISPKH €€ B UNCTOTE | 3a/1aBail cebe BOIPOC: XOTel ObI ThI, YTOOBI
JpyTue NOoJb30BaTENN BUICNH, UTO ThI 3arpyxaeiib? [lomxymaii, mpexae yem u4To-To onmyOIMKoBaTh,
HaIlMCaTh U 3arpy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJbMU, KOTOPBIX HE 3HACIb, HE CIOJB3YH CBOE peanbHOE UM U JPYTYIO
JUYHYIO0 HHPOPMAIIUH: UMSI, MECTO JKUTEIILCTBA, MECTO yueObl U IIpoUee;

5. 36eraii pa3mernenus ¢pororpaduii B IHTEpHETE, T1Ie TH M300pa’keH Ha MECTHOCTH, 110 KOTOPOH
MO’KHO OIPEJEIUTh TBOE MECTOIOJIOKEHNUE;

6. IIpu peructpanuu B COIMAILHON CeTH HEOOXOAUMO UCTIONB30BaTh CJIOXKHBIEC MAPOJIU, COCTOSIIIE
u3 OyKB ¥ LGP U C KOJIUIECTBOM 3HAKOB HE MeHee §;

7. st connanbHOM CeTH, MOYTHI U IPYTUX CaliTOB HEOOXOMMO MCIIOIb30BATh Pa3HbIE IAPOIIH.
Torna eciau Te0s B37IOMAIOT, TO 37I0YMBIIUIEHHUKH [10Jy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.

JJIeKTPOHHbBIE JeHbI' |

DJIEKTPOHHBIE ICHBIU - 3TO OYE€Hb YAOOHBIH croco0 MIaTexeil, 0THAKO CYIIECTBYIOT MOIICHHUKH,
KOTOpPBIE XOTAT MOJXYYUTh ITH JEHBIU.

DNEeKTPOHHBIE JEHbIU MOSBUINCH COBCEM HEIABHO U MMEHHO M3-3a 3TOT0 BO MHOTMX I'OCYJapCTBax
JI0 CUX IIOp HE MPOMKMCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oM (yHKIIMOHUPYIOT U O HUX YK€ IMPONKMCAHO B 3aKOHE, € UX pa3JesioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3Hulia B TOM, UYTO aHOHMUMHBIE - 3TO T€E, B
KOTOPBIX pa3penaeTcsi IPOBOAUTE ONepany 6e3 HAeHTU(HUKAIMY TT0JIb30BaTeNs], 2 B HEAHOHUMHBIX
UACHTU(DUKAINSA TTOJIH30BATEINS SIBIISIETCS 0053aTEIHHOM.

Taxxe cnemyeT pa3iauyaTh dJIEKTPOHHBIC (PUaTHBIC ACHBIH (PaBHBI TOCYIaPCTBEHHBIM BATIOTAM) U
AJIEKTPOHHBIE HEHUATHBIE IEHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM padoTe C AJIEKTPOHHBIMU JI€HbIraMU:

1. ITpuBsxu K cueTy MOOMIIbHBIN Terae(oH. ITo camblil yIOOHBIH U OBICTpPBIH CIOCOO BOCCTAHOBHUTH
noctyn Kk cuery. [IpuBsi3anHbIii TenedoH TOMOXKET, eclii 3a0y/Ieb CBOM IJIATEXKHBII MapoJib WK
3aiiielllb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnione3yii onHOpa3oBblie naponu. [locie nepexoaa Ha YCHICHHYIO aBTOPU3AIUIO TeOe yKe He
OyzeT yrpokaTh OIMaCHOCTh KPaXXHM WIJIM TIepeXxBaTa IUIaTeXHOTO Mapois;

3. Bribepu cnoxHblil maposns. [Ipectynnukam OyaeT He MPOCTO yralaTh CIOKHBIM Mapob.
HanexHble maposu - 3To nmaposy, KOTOpbIe COAEPIKaT HE MeHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE ¥ IPONHCHBIE OYKBBI, MU(PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JuI1apa, QyHTa,
BOCKJIMIIATEIBbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSECIb.

DJIeKTPOHHAasI OYTA

DNEeKTPOHHAs MOYTa - 3TO TEXHOJOTHUS U MPENOCTABIIIEMBIE €10 YCIYTH MO NEPEChUIKE U MOTyYEHUIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPEEIIAIOTCS B KOMIBbIOTEPHOH ceTh. OOBIUHO
AJIEKTPOHHBIN MOYTOBBIM SUIUK BBIMJISIINAT CIEAYIOLIMM 00pa3oM: UMS_TOJIb30BATENA(@UMS_JIOMEHA.
Taxoke Kpome repeadu MpoCcToro TeKCTa, UMEEeTCs BO3MOXKHOCTB TiepeiaBaTh (hailibl.

OCHOBHBIE COBETHI 110 0€30TIaCHOM paboTe C SIEKTPOHHON TTOYTOM:

1. Hayo BEIOpaTh MpaBUIBHBIN TOUTOBLIHM cepBHC. B nHTepHETE ecTh OrpOMHBIN BEIOOp OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATH TEM, KOI'O 3HAaellb U KTO MEPBBI B PEUTHHTE;



2. He yka3bIBaii B THYHOM MToUTe JIMIHYI0 WH(popManuio. Hanpumep, mydie BHIOpaTh

"My3bIKasbHbIN _(hanaTt@" win "pok2013" BmecTo "Temal3";

3. Ucnonb3yil IBYX3TaHYI0 aBTOPU3ALUI0. ITO KOT1a TOMUMO MapoJisi HY’>KHO BBOJUTH KOJI,
npuchlUIaeMblil no SMS;

4. Be1Oepy Cl0XKHBIN maposib. [{s Ka)Kaoro moYToBOTO AIIMKA JIOJDKEH ObITh CBOM HAIEXKHBIM,
YCTOMUYMBBIN K B3JIOMY IapOJib;

5. Ecnii ecTh BOBMOYKHOCTh HAITUCATh CAMOMY CBOM JIMYHBIM BOIPOC, UCTIOIB3YH 3TY BO3MOKHOCTB;
6. Ucnonp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIii JIs1 4aCTHOM MEPENHCKH C aipecaTamu,
KOTOPBIM ThI JOBEPSEIIb. DTO INEKTPOHHBIN aipeC HE Ha0 UCIOIb30BaTh IIPH PETUCTPALIUN HA
dbopymax u caiTax;

7. He oTkpbIBaii (haiiiibl ¥ IpyTrHe BIOKEHUS B TIUChMaX, IaXKe €CIM OHU MPUIILTH OT TBOUX JIPY3CH.
Jlyuiie yTO4HU y HUX, OTIIPABIISUIN JIM OHHU TeOe 3TH (ailiibl;

8. Ilocne okoH4aHus1 pabOTHI HA MOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKJIAIKH C CAUTOM HE 3a0yb
Ha)kaThb Ha "Beriitu".

KubepOy/uinHr Wi BUPTyaJIbHOE H31eBATEIbCTBO

KubepOymuHr - npecieoBaHue COOOIIEHUSIMH, COAECPKALMMU OCKOPOJICHHS, arpecculo,
3aIyTMBaHUE; XYJIUTAaHCTBO; COLMAIbLHOE OOMKOTUPOBAHUE C MOMOUIBIO PA3IUYHbBIX
UHTEPHETCEPBUCOB.

OCHOBHBIE COBETHI 110 00phOE ¢ KHOEPOYIUTHHIOM:

1. He Opocatics B 60#. JIyummii cioco0: mocoBeTOBaTHCS Kak ceOs BECTH M, €CJIM HET TOTO, K KOMY
MO’KHO 00paTUTHCS, TO BHaYaJe YCIIOKOUThCS. ECiM Thl HaUHENIb OTBEYaTh OCKOPOJIEHUSIMU Ha
OCKOPOJIEHUS, TO TOJIBKO e1lle OO0JIbIIE Pa30XIKellb KOH(DIMKT;

2. Ynpasisii cBoelt kuOeppemnyranueii;

3. AHOHUMHOCTSH B ceTd MHUMasl. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTu XyJIUTraHCKUI 00pa3 BUPTyalbHOMU skn3HU. VIHTepHET (puKCUpyeT BCe TBOU
NEHCTBUS M COXpAHSET uX. Y NANUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. Cobmroail cBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupy#i enuHryHbIN HeratuB. OJHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHNS JIyUIlIe
urHopuposatb. OOBIYHO arpeccust MpeKpamaeTcs Ha Ha4aIbHOM CTainy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU, B COLMAIIBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKUPOBKH OTIIPABKH COOOIIEHHH C OIPEAETICHHBIX aJpeCcOB;

8. Ecnu 161 cBUeTenb kuOepOyutara. TBOM IEHCTBUS: BBICTYIIMTH TPOTUB TIPECIIeI0BATENs,
MI0Ka3aTh €My, YTO €ro ACHCTBUS OIICHUBAIOTCS HEIraTUBHO, MOAEPKATh )KEPTBY, KOTOPOIl Hy>KHA
MICUXOJIOTMYeCKast TIOMOILb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOIO TIOBEACHUS B CETH.
MoOunbHbIiH TesiedoH
CoBpeMeHHbIe cMapT(HOHBI U IIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIIBINA (YHKIMOHA, U TENEph
OHU MOT'YT KOHKYPHPOBATh CO CTALlMOHAPHBIMU KOMIIbIoTepaMu. OIHAKO, CPEACTB 3aIUTHI AJIs
MOJIOOHBIX YCTPONCTB MOKa 04€Hb Majo. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE
TaK UHTEHCUBHO, Kak Juid [1K, To e camoe kacaeTcs 1 MOOMIIbHBIX TPUIIOKEHUI.

CoBpeMeHHbIe MOOMIIbHBIE Opay3epbl yXKe MPaKTUYECKH TOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmmpenne GyHKIIMOHAIA BIEYeT 32 cO00# OOJBIIYIO CII0KHOCTh M MEHBIIYIO 3aIUIIICHHOCTD.
Jlanexo He Bce MPOM3BOJHUTENHN BBIITyCKAaIOT OOHOBJICHUS, 3aKPhIBAIOIINE KPUTUIECKHE YI3BUMOCTH
JUUIS1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30TTaCHOCTH MOOHUIILHOTO TesnedoHa:

Hwuuero He siBsieTcs mo-HacTosmeMy OecrutatHeIM. Byib ocToposkeH, Beib Koraa Tebe mpeanaraoT
OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE - TO MJIATHBIE YCIIYTH;

Hymaii, npexne uem otnpaBuTh SMS, poTto nnu Buneo. Trl TOUHO 3HAEIIB, € OHU OYIyT B
KOHEYHOM HTOTe?

Heo6xonnmMo 00HOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMAPT(OHA;

Hcnone3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMIIBHBIX TeNE(OHOB;

He 3arpysxaii npunoxeHust 0T HEM3BECTHOTO UCTOUYHHUKA, BEJIb OHM MOTYT COZIEP’KaTh BPETOHOCHOE
IpOrpaMMHOE 00eCTIeUeHHE;

[Tocne Toro kak ThI BBIHAEIIB € CaiiTa, I'7ie BBOJMII JIMUHYIO HH(POPMAIINIO, 32111 B HACTPOUKH
Opay3epa u ynaim cookies;



[Tepnoanuecku mpoBepsii, KaKHe IUIaTHBIC YCIYTH aKTUBHUPOBAHBI HA TBOEM HOMepe; [laBail cBOM
HOMeEp MOOWIBHOTO TeJe(OHa TOJIBKO JIFOASIM, KOTOPBIX ThI 3HAEIlb U KOMY J0BEpsELIb;

Bluetooth nomxen ObITh BBIKIIOUEH, KOTJa Thl UM HE MOJb3yelbes. He 3a0biBail nHOTIa MPOBEPSATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOUYHbIE, 3aXBATHIBAIOLIME PA3BICUEHUs, 00BEIUHSIIOIINE
COTHH THICSY YEJIOBEK 110 BceMy MHpY. Urpoku rccienytoT JanHbIH UM MUp, OOIIAIOTCS APYT C
JPYTOM, BBIIIOJIHAIOT 33JaHUsl, CPAXKAIOTCA C MOHCTPAMHU U MOJIYYarOT ONBIT. 32 yIOBOJIbCTBUE OHU
IUIATSAT: MTOKYMAIOT JUCK, OTIAYMBAIOT A0OHEMEHT WU MPHOOPETAIOT KaKUe-TO OMIINH.

Bce 3T cpencTBa uayT Ha OAEpKaHUE M Pa3BUTHE UIPhI, @ TAK)KE HAa caMy 0€301acHOCTh:
COBEPILEHCTBYIOTCS CHCTEMbI aBTOPHU3ALIMH, BBIITYCKAIOTCS HOBBIE MAaTYH (U(PPOBBIE 3aIIATKH 15
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HbIX Urpax CTOUT oacaTbCsi HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPaXH TBOETO
napoJisi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPHU3alUU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30M1aCHOCTH TBOETO UTPOBOT'0 AKKAyHTA!

1. Ecu npyroit Urpok BeaeT ce0s MI0X0 WK co3aeT Tede HENPUATHOCTH, 3a0JI0KUpYH ero B
CIIMCKE UTPOKOB;

2. [loxamnylics aAMMHUACTPATOPAaM UTPhI HA TI0OXO€ MMOBEACHHUE ITOI0 UTPOKA, KEJIATEIbHO
IPUIIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB;

3. He yka3pIBaii TnuHy0 HHOOPMAIIHIO B TpOdaiiie Urpshl;

4. YBaxall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuuagbHbIe TATYN U MOJBI;

6. Mcnionb3yii CI0KHBIE U Pa3HBIE [1APOJIY;

7. Jlaxke BO BpeMs UT'PbI HE CTOUT OTKJIFOYaTh aHTUBHUpPYC. [Ioka ThI Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

@OUIIMHT WIH KPaKa JUYHBIX JaHHBIX

OObI4HOM Kpaskeil IeHeT U IOKyMEHTOB CETOTHS Y)K€ HUKOTO HE yIUBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOT U 3I0YMBIIIJICHHUKH IEPEMECTUIINCH B UHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCS
"IIIOOMMBIM" IEJIOM.

Tax mosiBUIIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA MU (PUIIHHT, TJIaBHASI LEJIb KOTOPOTO
COCTOMT B MOJIyY€HUU KOH(PHIEHIMAIbHBIX JAHHBIX MOJIb30BaTeNIed - TIOTMHOB U naposieid. Ha
aHrmickoM s3bike phishing untaercs kak gummHr (ot fishing - ppr6Has noBs, password - Taposb).
OcHOBHBIE COBETHI 110 00pbOE ¢ PUIIMHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciii ThI 10o103peBaetiib, 9T0O TBOSI aHKETa OblIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KMPOBATh €€ U COOOIIUTH AAMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonp3yit 6e3onacHble B€O-CalThl, B TOM YHCJIE, UHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;
3. Ucnonb3yii caoxHbIE U pa3Hble napoiau. Takum o0pa3zom, eciu Teds B310MaloT, TO
3JI0YMBIIIJICHHUKH TOJIy4aT TOCTYII TOJIBKO K OHOMY TBOEMY MPOQHIIIO B CETH, & HE KO BCEM;

4. Ecniu Te0st B3IIOMaiH, TO HEOOXOAMMO MPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00OAaBICHbI
y Te0s B APY3bsIX, O TOM, YTO T€OsI B3IOMAaJH U, BO3MOXKHO, OT TBOETO UMEHH OY/IET paCChUIAThCS
CIaM M CCHUIKU Ha (PUIINHTOBBIE CANTHI;

5. Ycranosu Hanexusiit mapois (PIN) Ha MoOunbpHBIH Tenedow;

6. OTKJII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He oTkpbIBaii aiiisl U Apyrue BIOKEHUS B MMChMaX, 1aXKe €CIIM OHH MIPUIILTH OT TBOUX JPY3eH.
Jlydie yTO4HM Y HUX, OTTIPABIISUIM JIU OHU TeOe 3TH (ailsibl.

Hudposas penyranus

Hudposas penyranus - TO HEraTUBHAs UM O3UTUBHAs UH(OpPMALUA B CETU O Tebe.
Komnpomerupyromas uapopmanus, pa3MelleHHasi B UHTEPHETE, MOKET CEPbe3HbIM 00pa3om
OTpa3uThCs Ha TBOEH peanbHOH xu3HU. "udposas penyranus" - 3T0 TBOH UMUK, KOTOPbII
dbopmupyetcs u3 uHGopmalu o Tede B MHTEPHETE.

TBoe MecTo KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.



MHoTrre MoAPOCTKY JIETKOMBICIIEHHO OTHOCATCS K IMyOnuKanuu auaHoi nadopmanun B HTEpHETE,
HE MOHUMas BO3MOXKHBIX MOCIEACTBUM. ThI Jake HE CMOXKEIb A0ralaThCsl O TOM, 4TO (poTorpadus,
pa3MelieHHas 5 JeT Ha3ajl, cTaja MPUYMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduit u qpyrue AeMcTBUS MOTYT HE UCUE3HYTh J1aXe
MOCTIE TOTO, KaK Thl UX yAaJuilb. Thl HE 3HACIIB, KTO COXPAHWI 3Ty HH(OPMALIMIO, TI0Taa U OHa B
IIOUCKOBBIE CUCTEMbI U COXpaHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaroIlue JIFOIH,
KOTOPBIC HAMAYT U yBUAAT 3TO. HaiiTu mHpOpMAIIIO MHOTO JIET CITyCTsI CMOKET JIF000M - KaK 13
JNOOPBIX MOOYKICHUH, TaK U ¢ HAMEPEHUEM NPUUUHHUTE BpeJ. DTO MOXKET OBITh KTO YTOIHO.
OcCHOBHBIE COBETHI 10 3aIUTe HUPPOBOI pemyTaluu:

1. ITomymaii, mperxae 4eM 94To-To IMyOJIMKOBATh U NIepelaBaTh y ceOs B 0JIOTE WK B COMAIBLHON
ceTH;

2. B HacTpoiikax npoduisi ycTaHOBH OTpaHHUYEHUS Ha IPOCMOTP TBOETO MPOMUIIS U €ro
COZIEPKUMOT O, ClIeJIall ero TOJbKO "aiis apy3en”;

3. He pasMemaii u He yka3biBaii HHGOPMAIIMIO, KOTOPAst MOXET KOTO-JIMO0 OCKOPOJIATh HITH
0o0MXKaThb.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE NIKOJIBHUKHY - aKTUBHBIE TI0JIB30BaTeNN HU(POBOro mpoctpancTsa. OJHAKO AaJIeKo He
BCE 3HAIOT, YTO MOJIH30BAHUE MHOTUMH BO3MOXXHOCTSIMU IIU(PPOBOTO MUpa TPeOYeT COOIIOIeHHS
NpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "HHTEIIEKTyalbHast COOCTBEHHOCTB" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YEIOBEYECKOTO
yMa, HAYMHasl C HOBBIX U300pETEeHU U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA MPOIYKTHI U
YCIIyTH, ¥ 3aKaH4YMBAasi KHUTaMu, (poTorpadusiMu, KHHOPUIbEMaMU U My3bIKaJIbHBIMU
MIPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEpaTyphl U HCKyCcCTBA. ABTOPCKHME MpaBa BHICTYNAIOT B KAY€CTBE TApaHTHU TOTO, YTO
MHTEIUICKTYaIbHBIA/TBOPYECKUI TPY/ aBTOpa He OyAeT HallPaCHbIM, JacT €My CIpaBeJINBbIC
BO3MO>KHOCTH 3apab0TaTh Ha Pe3yabTaTax CBOErO TPYAA, HOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
HuxkTo 6e3 pa3perieHust aBTopa He MOXKET BOCIIPOU3BOIUTH €0 MPOU3BECHNE, PACTIPOCTPAHSTD,
yOJIMYHO JEMOHCTPUPOBATh, IPOJABATh, UMIIOPTUPOBATH, yCKaTh B MPOKAT, MyOJINYHO
UCTIOJIHSATh, TOKAa3bIBATh/UCIIONHATH B dHpe UK pa3memars B lHTepHere.

Hcnonp3oBanue "muparckoro” nporpaMMHOr0 00ecreyeHusl MOXKET MPUBECTH K MHOTUM PUCKAM: OT
MOTEPH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, e YCTAaHOBJICHA
HelnerajabHas nporpamMma. He crout Taxske 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHbIE U OECIUIaTHbIE
MIPOrpaMMBbl, KOTOPbIE MOYKHO HAUTH B CETH.

O nopraJe

CeteBnuoK.pQ - TBOU TTIaBHBIM COBETUMK B CETH. 37IECh Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B CETH
MOHATHBIM U JOCTYTIHBIM SI3bIKOM, @ P BO3SHUKHOBEHUH KPUTHUECKON CUTyallud 0OpaTUThCS 3a
COBETOM. A Tak)Ke MPUHATh Y4acTHE B KOHKYpCaxX U CTaTh CaMbIM LU(POBBIM IpaskJaHUHOM !



WHCTPYKIUS IS OBYUAIOIUXCA Ob UHOOPMAIIMOHHOM
BE3OIIACHOCTHA

HEJIb351

1. BceM mozipsii coo0IaTh CBOKO YacTHYIO MHGOpMAIUIO (HacTosIIHe UM, (aMUIIHIO, TeIe(OH,
azipec, HOMep HIKOJIbI, a TaKkxke (poTorpaguu CBoM, CBOEH ceMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAiiIbI AJIEKTPOHHON TOYTHI, KOTJIa HE 3HACIIb OTIPABUTEIIS;

3. I'pyOuth, npuanpaThes, OKa3bIBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacniopspkaiics JeHbraMu TBOCH CeMbH 0e3 pa3peleHns CTapIIuX - BCEra CripaiInBaii
poauTeneit;

5. He Bcrpeyaiics ¢ IHTEpHET-3HaKOMBIMHU B pEaIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JOBEPSICILb.

OCTOPOXHO

1. He Bce nuuryT npaBay. Uuraens o cebe Henpasay B IHTepHeTe - coob1iu 00 3TOM CBOMM
POIUTENSIM UJTU ONIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIM 110/1BOXA;

3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;

4. Beernia paccka3sbiBaii B3pOCibIM 0 po0sieMax B CETH - OHHU BCEr/la IIOMOTYT;

5. Vcrionb3yit HacTpOWKH 0€301MacCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM aKKAYHTHI B
COLICETSAX U IPYI'HX NOpTalax.

MOKHO

1. YBaxaii Ipyrux nojbp30BaTenei;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0mmarbes 3a MOMOILBIO B3POCIBIM - POJUTEININ, ONIEKYHBI U aIMMHHUCTPALIHS CAiTOB BCEraa
IIOMOT'YT;

5. Ipoiian oO0y4enue Ha caiite "CeTeBUYOK" M MOTYYH MAcOpT MUPPOBOTO TpakIaHuHA!



